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Abstract

The digital age is witnessing an unprecedented development in criminal evidence tools,
with increasing reliance on artificial intelligence (AI) technologies to collect and analyze
evidence. This raises fundamental issues related to the legitimacy, reliability, and admissibility
of this evidence before the courts. This study aims to analyze the legal and normative framework
governing the use of Al evidence in criminal matters, through a comparative analytical
comparison between the legal systems of Arab countries, the European Union, and Japan.

The study examines various models for the use of Al in criminal work, such as facial
recognition technologies, big data analysis, and systems for predicting criminal behavior. It
examines the consistency of these applications with constitutional principles, particularly the
principle of criminal legality, fair trial guarantees, and privacy protection.

The study revealed a clear divergence in legislative and judicial positions. While European
Union countries are moving toward restricting the use of such evidence and establishing strict
legislative frameworks to protect fundamental rights, they are adopting an integrative and
flexible approach based on integrating digital evidence and Al technologies into general
legislation without issuing a unified law. This approach also establishes strict judicial controls to
protect privacy and ensure the legitimacy of evidence, in the absence of a unified legal
framework or controlling technical standards.

The study concluded that the judicial acceptance of Al evidence remains dependent on the
reliability of the technology used, the transparency of its algorithms, and its adherence to the
principles of procedural justice. The study also called for the development of clear national
legislation and the establishment of common technical and legal standards that ensure an
effective balance between the requirements of combating crime and the rights of individuals.

Keywords: criminal evidence, comparative criminal legislation, fair trial, forensic algorithms,
algorithmic bias, judicial evaluation of technology.
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I Borgesius, F. Z. (2018). Discrimination, Artificial Intelligence, and Algorithmic Decision-Making.
Council of Europe Report.
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3 Solove, D. J. (2021). Understanding Privacy (2nd ed.). Harvard University Press.

% Cath, C., et al. (2018). Artificial Intelligence and the 'Good Society’ : The US, EU, and UK
Approach. Science and Engineering Ethics, 24(2), 505-528.
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- Council of the European Union, Artificial intelligence b) Conclusions on the coordinated plan on
artificial intelligence-Adoption 6177/19, 2019.

- European Parliament resolution of 20 October 2020 with recommendations to the Commission on a
framework of ethical aspects of artificial intelligence, robotics and related technologies,
2020/2012(INL).

- European Commission. (2023). Proposal for a Regulation on Artificial Intelligence (Artificial
Intelligence Act), COM (2021) 206 final.
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I- Japanese Ministry of Justice. (2019). Code of Criminal Procedure. Retrieved from
https://www.japaneselawtranslation.go.jp. accessed 5 May 2025.

2 Cabinet Secretariat of Japan. (2004). Act on Prohibition of Unauthorized Computer Access.
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