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Abstract:

Personal data is the core of the right to digital privacy, which is one of the most basic
rights in the era we live in today, characterised by digitalisation. This right aims to protect
individuals from the collection, use, analysis, and processing of their personal data without their
consent. However, the emergence of predictive policing has raised many concerns about the
violation of these rights, as predictive policing algorithms undertake exploration of data and
information, especially personal data, to anticipate future crimes or track their perpetrators or
victims. The newly introduced European Artificial Intelligence Law, issued in May 2024 has
undertaken the establishment of strict controls and guarantees to protectthe right to digital
privacy during predictive policing.

Keywords: predictive policing, digital privacy, data analysis, algorithms, artificial intelligence,
personal data.
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Acrticle 4/1: 'personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to

the physical, physiological, genetic, mental, economic, cultural or social identity of that
.natural person
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! -Portland State University (PSU). 2012. Predictive Policing: A Review of Literature.

Criminology and Criminal Justice Senior Capstone Project, Paper 5. On the following link:
http://pdxscholar.library.pdx.edu/ccj_capstone/5
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Plajes cillly ¢ saally el

I Rosamunde Van Brakel and Paul De Hert,"Policing, surveillance and law in a pre-crime

society: Understanding the consequences of technology based strategies”, in Technology-led
policing, eds, Piet Deelman, et al Antwerpen, Belgium: Maklu Publishers, 2011). 174.

Browning, Christopher R., Reginald A. Byron, Catherine A. Calder, Lauren J. Krivo, Mei-
Po Kwan, Jae-Yong Lee, and Ruth D. Peterson. 2010. Commercial density, residential
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dagidall jaladll (e Glibull paead Ao ags Ally «(OSINT) Open source intelligence 'dagiall
Le Laa¥! KIS i myly egyaal gl degansal) 5 Ayl D) JilusS @ sgaall dalial
S Al jalad) ahlaial bl (Se 1iag dalial (6AY) Glagladl jalas JS5 clajyeg
2 ysgeall dalidll e (gl <Covert sources daladll
dsaall Aye ol cAaall sl 8 leadasd Aalell Lpad sl UL a5 il (e
Adiny (5| "Passenger name — jiluwall ac) Ja oUad el e 5,31 Jtalls Borders control

alaly 25 bl Qiat DA 50 "(PNR) —¢pilasa) 8yshad’ andti 3 dpadall il e

concentration, and crime: Land use patterns and violence in neighbourhood context. Journal
of Research in Crime and Delinquency 47: 329-57.

930= 2018 sl Lagll )y ¢Aijlae dub (elan¥) dualgil Bilug e LSl Shal) ¢ ouse chion
50 2013 el gl ls (e lanl) Jualgill ailgal dagilal)l Culgad) came s oyl

abai®¥ )y A silall Cigaddl dlaa cAaageadll b 3ally (GPS) 4 dlauls: agiall ihaall sl ixlla b !
T180= 2021 sale/ J41 24-23 (3ygemiall dnala (Gsind) 1S (g piall (gsindl Asall saisall pals aae
dSY i e bl 8 cuinl) a0 gladY) Al @) gkl owe el uudl da 2
360 2019 chpsell Liagill 51a 2016 alad libal) dglend dalad) dysg )3 oD by oLl

3. Heather J. Williams and Ilana Blum, Defining Second Generation Open Source Intelligence
(OSINT) for the Defense Enterprise (California ,US: RAND Corporation, 2018), 8
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A sls las (1689/2024) a3y dugys¥l AUl laal dlse (e (15) salall cidye
Lrall Al Glead) Jde V) Gyl Lol Ljiasall digell 2024 alad 2aal) clilaial]
SLLl e ey Q) (an Jasay pall draly Gigually puall JS85 aall d5)a dall JSES
Grasyl) Chinailly F'opall LKk any lal) Gleay odal) kS ASslally Linslgdl
Gt sl aadl sl Guiall e 13laie) A jiagnll agilily Cowas Gl a5 aaaaad sa aladdl
o i) dagill o (Guall o pal) o ARl ) Aol Clawdl ol adigh 5l cpad) G5t S el

Glahyall ) ) Alae abhall Sasly Gl B il cgens siea aadlly 258 olie ) Ca !
A-30a 2014 (il aal) mnl) Qi aals cLaglgiillg ashell (a1 il 2 (Eapadly
2 Els de Busser, Data Protection in EU and US Criminal Cooperation: A Substantive Law

Approach to the EU Internal and Transatlantic Cooperation in Criminal Matters Between
Judicial and Law Enforcement Authorities (Antwerpen Belgium: Maklu Publishers, 2009),
359-360; U.S. Department of Homeland Security, U.S. Customs and Border Protection,
Washington, DC 20229, "U.S. Customs and Border Protection Passenger Name Record
(PNR) Privacy Policy, (June 21, 2013). p. 1-8.
https://www.cbp.gov/sites/default/files/documents/pnr privacy 3.pdf. 5/2/2019

3.(15) The notion of ‘biometric identification’ referred to in this Regulation should be defined
as the automated recognition of physical, physiological and behavioural human features such
as the face, eye movement, body shape, voice, prosody, gait, posture, heart rate, blood identity
by comparing biometric data of that individual to stored biometric data of individuals in a
reference database, irrespective of whether the individual has given its consent or not. This
excludes Al systems intended to be used for biometric verification ,which includes
authentication, whose sole purpose is to confirm that a specific natural person is the person he
or she claims to be and to confirm the identity of a natural person for the sole purpose of
having access to a service, unlocking a device or having security access to premises.

4 (16) .The notion of ‘biometric categorisation’ referred to in this Regulation should be
defined as assigning natural persons to specific categories on the basis of their biometric data.
Such specific categories can relate to aspects such as sex, age, hair colour, eye colour, tattoos
behavioural or personality traits, language, religion, membership of a national minority sexual
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or political orientation. This does not include biometric categorisation systems that are a
purely ancillary feature intrinsically linked to another commercial service, meaning that the
feature cannot, for objective technical reasons, be used without the principal service, and the
integration of that feature or functionality is not a means to circumvent the applicability of the
rules of this Regulation. For example, filters categorising facial or body features used on
online marketplaces could constitute such an ancillary feature as they can be used only in
relation to the principal service
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L Ferraris et al., "Defining Profiling", 22.

2 -Perry, Walter L., Brian Mclnnis, Carter C. Price, Susan Smith, and John S. Hollywood,
Predictive Policing: The Role of Crime Forecasting in Law Enforcement Operations. Santa
Monica, CA: RAND Corporation, 2013. https://www.rand.org/pubs/research_reports/RR233.
html

Lopes, Giza, Marvin D. Krohn, Alan J. Lizotte, Nicole M. Schmidt, Bob E. Vasquez, and Jon
G. Bernburg. 2012. Labelling and cumulative disadvantage: The impact of formal police
Intervention on life chances and crime during emerging adulthood. Crime & Delinquency 58:
456-88.

3 ‘Bachner, Jennifer. 2013. Predictive Policing: Preventing Crime with Data and Analytics.
Washington, DC: IBM, Centre for the Business of Government, pp. 86-90.

4 ‘Lee, YonJei, John Eck, O SooHyn, and Natalie Martinez. 2017. How concentrated is crime
at places? A systematic review from 1970 to 2015. Crime Science 6: 1-16.

% ‘Eck, John E., YongJei Lee, O. SooHyun, and Natalie Martinez. 2017. Compared to what?
Estimating the relative concentration of crime at places using systematic and other reviews.
Crime Science 6: 1-17.

® ‘Weisburd, David. 2015. The law of crime concentration and the criminology of place.
Criminology 53: 133-57.

Ferguson, Andrew. 2017. Policing predictive policing. Washington University Law Review
94: 1109-88.
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5 Lo (5f o8 GDPR i) dglead Aalad) dg ys¥) 2aDUI (50 (2 /4) 52Lall Wy cale 4nsy Aadlaall dobacy °!
el Gy Je Y o A1 Blags elses cApadall Gllall e degane o bgha) o Glleadl (e degane
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e
Article 4/2: ‘processing' means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or therwise making available,
alignment or combination, restriction, erasure or destruction. See also: European union agency

for fundamental rights and council of Europe, Handbook on European data protection law
(Luxemburg: ublications office of the European Union, 2018, 97-98.
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https://www.researchgate.net/profile/Abdelrahman_Osman3/publication/307925413 altnbwat
_alantkhabyt_bastkhdam_tngyb_albyanat/links/57dle2f708ae0c0081e057b1.pdf
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2 KATARINA HICOVSKA and PETER KONCZ, "Application of Artificial Intelligence and
Data Mining Techniques to Financial Markets", Acta v§fs 6, (2012): 63.
https://pdfs.semanticscholar.org/dl 1 a/4b5f8d7ff01ba8ca25d15423fbc11bf7a56 0.pdf

% ‘Model evaluation: After the model has been trained, it must be evaluated to determine its
accuracy and effectiveness. The model is evaluated on a separate set of data to test its ability
to make accurate predictions on new and unseen data. Model evaluation is important to ensure
that the model is not overfitting to the training data, which can reduce its effectiveness in
making accurate predictions. Studies have shown that predictive policing using machine
learning can be effective in reducing crime rates.

Predictive Policing using Machine Learning, Cogent Infotech, On the following link:
https://www.cogentinfo.com/resources/predictive-policing-using-machine-learning-with-
examples
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Aa¥l ge @yma Al <The general data protection regulation 2016/676 (GDPR) bl
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53U Ll @lld ¢ ag)s¥) AtV g G Anad i) L) Aileny (ley Lk dasydill Basgll AU 028 (gaas !
ner Lo g 13y clanelg gadal Joall oda caila (e duihag lanydn lawal ) dals (g0 alad¥l Jgo Jals Wl
Glaydi ol ) zlbas all EU Directives dus sV claasd) oo EU Regulations dug,s¥) =3l
Maaclgd gulal eliact) Joal) 3 agals

g bl paddl) e Capeall UG a3 die laall B 3g 4l e DU e (26) 2l pai
Legagall dalgall ) oy ccapaill paddl) L daas v galadiu) Jgine sai o manall e ) il
Shekaill Gy cAalleddl cdy dabidl LagleSilly elld CadlSsy dggll paadl Guglladll gl i S
gl il

Recital No.26: "...To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or indirectly. To
ascertain whether means are reasonably likely to be used to identify the natural person,
account should be taken of all objective factors, such as the costs of and the amount of time

required for identification, taking into consideration the available technology at the time of the
"...processing and technological developments

duzi & The European Court of Justice (ECJ) duss¥) Jaall 4o uila (e pazdol Galadl Slaadll 13
pld A AalalY) diasSall s Sl halse W)l ) Patrick Breyer Bundersrepublick Deutschland
) A8l=YL 1P address 4 galall cuply) JsSsin olsie (3 gl Aol lawge s Al adlsall Gan
& (IP) oyl JsSsin olsie ol dalaly) dagSall caatial 28y clilul) £aS5 Jaasll feliy canl) Cilallaias
o Gl 2 o Sa Y al el dhmiall Gl e 22 Y Dynamic 1P Baxie YsSsiy oIS Lucaill 038
UL e ad i) JeSsn olsie ob 2016 sle/ U 16 s 8 Sadll cacaly cpadid) D
Lasall cilgal) aaliics s b Al Glily ge aadidll ga e Capell aDIA (e oS 4l duadsl)
aSadl) Ui il L (ISP) Internet service provider iyl clad 353 o lolh Wil 8 deaiadl)
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Patrick Breyer v Bundesrepublik Deutschland.EJC. C-582/14.16/5/2016
ECLI:EU:C:2016:779.https://eurlex.europa.eu/legalcontent/EN/TXT/?uri=CELEX%3A62014
CJ 0582.2/2/2019

Y el Ja) e caiss Al bl Lol daleall Ul Caped S AU (g (1/9) 5ol gy !
Lially Ljiagull bl Jeds Sy (Adlaal) Ll Ligume ol Lateadilly Lal) claiadd) ol Zacscd) oY1
] Aind) Blally daally daleiall bl

MIN WANG and ZUOSU JIANG, "The Defining Approaches and Practical Paradox of
Sensitive Data: An Investigation of Data Protection Laws in 92 Countries and Regions and
200 Data Breaches in the World", International Journal of Communication 11(2017).
https://ijoc.org/index.php/ijoc/article/download/68922111

Bryce Goodman and Seth Flaxman, European Union regulations on algorithmic decision-
making and a "right to explanation”, Al Magazine 38, No 3(2017): 34.
https://arxiv.org/pdf/1606.08813.pdf. 20/3/2019;

Balell Wy a3 bl ULl (e g5 2 Ally eyl B @iy ) Djiegul) ilild) of HLEYL sl
S Aanglgdl) o 205l ailadll Jags Aee A8 Aalles (e Aa Apaddl) CULI) AaDU e 14 /4
LS Gilaadl @bl o) asgll jgem ie cpadall Gl sl Lisell SHig) pand lly ¢ oanb (addl ASl)
sailadlly daleial) doasdll Gl b daad) Glld) GAaDU e dabll e de ZED 530 Lead ciye
L) e danslen due QT (e cpapadll dny o aaii illy cpaddll (addl LSl dg sl Al
il el

Gl L Gl @l Guly Bpties o i 5LE) 6 4l Ll ((11/4) sald) 8 4aDU) cdje 8 2
addl) Gl dallee o dildl oo o st e Jad gl et ddadlyy (bl goase (il
g ddad yal)

2 Article 4/11: 'consent of the data subject means any freely given, specific, informed and

unambiguous indication of the data subject's wishes by which he or she, by a statement or by a

clear affirmative action, signifies agreement to the processing of personal data relating to him or her”.
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Balall (el e A ulail) o Adliall el of clilayl ddadiyell duaddll clld) dalles
Agans ) Alald) 485 a3 V) e (pilall 3 Ly WS Gpalell i) dalles Aalall a5 «(6/1)
Jaee s Latind ¥ LS celine¥1 Joall 58 i (saladV1 9501 0pldl ey oy Loie
Ll ayall liailed o oalia 138 Jaly Ooansyll ddalad) 218 caas V) Aliall lIDU Jals
oS Lo a5 dsanell Alalodl &l My Capid dsgumd (953 b I D8 SaSl allacss o (Ka Y
salall & (=i 3) 2024 ol Artificial Intelligence Act — eliaa¥) o1SAN gwjj\ Oglal)
g @il Ghay) gy (el (KU il e il Ghay) G Lo (14)
LS Al aladid s Lan 8 ) Gpula) @gaadl o Al ol daall e ksl Qi

Ladgiall a2iaV) Belad Cagyls 3 ol aie dgeambadl Gampall Gy Hhlad)l e elidaaY)

LBenjamin Docquir, GENERAL DATA PROTECTION REGULATION 2016, Quelles
obligations prévoit le projet de réglement européen sur les données personnelles (GDPR)
?(Belgique, Bruxelles: Simont Braun, 2016,p. 20-21.
http://www.simontbraun.eu/images/GDPR_Note_Generale_SimontBraun_Janv_2016.pdf.

2 WP29, "Guidelines on Automated individual decision-making and Profiling", 13.

% lbid, 14.

4 Article 10: Processing of personal data relating to criminal convictions and offences:
Processing of personal data relating to criminal convictions and offences or related security
measures based on Article 6(1) shall be carried out only under the control of official authority
or when the processing authorised by Union or Member State law providing for appropriate
safeguards for the rights and freedoms of data subjects. Any comprehensive register of
criminal convictions shall be kept only under the control of official authority;

5 ‘Kazemi, General Data Protection Regulation, 29
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-Article 14, Human oversight; 2 .Human oversight shall aim to prevent or minimise the risks

to health, safety or fundamental rights that may emerge when a high-risk Al system is used in
accordance with its intended purpose or under conditions of reasonably foreseeable misuse, in
particular where such risks persist despite the application of other requirements set out in this
Section.

SIS adaif aladia) 2024 alad e lilaal) oISH Gl dugys¥) DU lacal dse (s (43) salad) cyjlan 2
ClalSy i) e oyt s leres DA e angll o Qi) @by seld pugi o) oan S e llaa)
Gy B any pasadll dag o dasadl) & Gally Lulld) GlaY) ks pe palai L sas cdud)al)

(43) The placing on the market, the putting into service for that specific purpose, or the use of

Al systems that create or expand facial recognition databases through the untargeted scraping

of facial images from the internet or CCTV footage, should be prohibited because that

practice adds to the feeling of mass surveillance and can lead to gross violations of

fundamental rights, including the right to privacy

3 .Article 5 of the Act, which comprises of a list of ‘prohibited practices:” 1 .The following Al

practices shall be prohibited........ "

4 EU Parliament approves landmark Al law, The Right to a Fair Trial, including:

Prohibit remote biometric identification (such as face recognition surveillance);

Require public transparency of ‘high-risk’ Al systems on a public register;

Give people the right to an explanation of an Al system decision;

Give people meaningful ability to challenge Al systems and obtain effective remedies;
Ensure that predictive Al systems in migration are considered high risk;

ol ) al dmalad) dpuanl) Sl AigilaN Cilu)all A puanl) Alaal)
471 2025 4w «02:32 <03 :alaall P-ISSN:2958-9959 E-ISSN:2958-9967




s O gild pgia (A Ainl) Aaydl) Aaje b Aaadll) Ul pladiul dusg i

Chypad) dgana . 2024 gg‘”fi\ =LY

Glis ) daills vt o) Jyds oSl el Blis (8 L padd Tl ol sl Slals
o aha] Bl 8)dle ddasiye (3sill ALy duc singe

2024 2l elilaal) oS (ygilal dugyo¥) AU Jlaa) dse e (94) Balall Caaig
) (salaall JEY) e (spamill 8930l V) Lo ral Dfiasall ililadl dallae sy 4l e
alad ULl Aglead Laladl Lugys¥) 4D Lgioas AU bl e gl 138 3 Jaladll oSa3
A sl ailly daflly Lslas) Lgaal llg 2016

2024 LI Artificial Intelligence Act — waall 5)0¥) elha¥) (ISH el el
e apleiy dsle IS g ¢ elilal) oIS cloal alasinl el dgalse 3 S Lo
daluY) Bgially il Balieg dalaianlly slglually doally Gludy) LabS alials dabeiall slasy)
sy drasadlly ClLl dlasy Juall pae 8 @al) @l (8 Lo (@l 4 gl (agaidl
i) gl ) dse (e (28) sald) dde Crat W by Jakal)

SASA) it aalatil il e Lablaay Al SLaal) opulaiy (greadl) grddll of ) BLEY) s
Ll Glaie Giglh lalss Loyl ol plesdill A of WS 9081 o) Jod LS e lihaY)
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Ensure that ‘high-risk’ systems have accessibility requirements for people with disabilities;
and widen the definition of Al to cover the full range of Al systems which have been proven
to impact fundamental rights. On the following link:
https://www.fairtrials.org/articles/news/eu-parliament-approves-landmark-ai-law/

1-(94) Any processing of biometric data involved in the use of Al systems for biometric
identification for the purpose of law enforcement needs to comply with Article 10 of Directive
(EU) 2016/680, that allows such processing only where strictly necessary, subject to
appropriate safeguards for the rights and freedoms of the data subject, and where authorised
by Union or Member State law. Such use, when authorised, also needs to respect the
principles laid down in Article 4 (1) of Directive (EU) 2016/680 including lawfulness,
fairness and transparency, purpose limitation, accuracy and storage limitation.

2(28) Aside from the many beneficial uses of Al, it can also be misused and provide novel
and powerful tools for manipulative, exploitative and social control practices. Such practices
are particularly harmful and abusive and should be prohibited because they contradict Union
values of respect for human dignity, freedom, equality, democracy and the rule of law and
fundamental rights enshrined in the Charter, including the right to non-discrimination, to data
protection and to privacy and the rights of the child.
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OIS ol e il 2aillh claapant Jlad) degday iagied Araddl) lad) ani Adee
On GRss D) Ad (g T AT awl o el men of as¥) ) e g
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I'-Article 5 of the Act, which comprises of a list of ‘prohibited practices:’

“(d) the placing on the market, putting into service or use of an Al system for making risk
assessments of natural persons or groups thereof in order to assess the risk of a natural person
for offending or reoffending or for predicting the occurrence or reoccurrence of an actual or
potential criminal offence based on profiling of a natural person or on assessing personality
traits and characteristics, including the person’s location, or past criminal behaviour of natural
persons or groups of natural persons”;

2 -Sunde, Inger Marie. “Al-Based Law Enforcement Online: The Impact of the European
Artificial Intelligence Act (AIA)”. Bergen Journal of Criminal Law & Criminal Justice, vol.
10, no. 2, Dec. 2022, pp. 29-50, doi:10.15845/bjclcj.v10i2.3844.

8 - A difference between “profiling” and “assessing” may lie in the degree of human
involvement. While profiling implies an (almost) entirely automated process with no
meaningful human intervention, there is no clear indication on the level of human
involvement required for “assessing”. Jessie Levano, Predictive Policing in the Al Act:
meaningful ban or paper tiger? 5 JULY 2024, EUROPEAN LAW BLOG,. On the following
link:https://europeanlawblog.eu/2024/07/05/predictive-policing-in-the-ai-act-meaningful-ban-
or-paper-tiger/
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Gl I Al o)) Gl dalledll 02 jpea On ey cdaaddl) bl L) dalled) Guldl e
il o lgl) i sald) e (o) Bl i Gum ¢ AN pgadl) aae 8 aiial AaDUI e (22) saldl
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Article 22: Automated individual decision-making, including profiling:ne data subject shall
have the right not to be subject to a decision d solely on automated processing, including
profiling, which (148) Article 22: Al produces legal effects concerning him or her or similarly
significantly affects him or her.

Isaka Mendoza and Lee A.B ygrave, "The right not to be subject to automated decisions based
on profiling”, in EU Internet Law regulation and enforcement, ed, Tatiana Eleni
Synodinou,ct.al.(Berlin, Germany: springer, 2017),85-86; Antoni Roig, "SAFEGUARDS
FOR THE RIGHT NOT TO BE SUBJECT TO A DECISION BASED SOLELY ON
AUTOMATED PROCESSING (ARTICLE 22 GDPR)", European Journal of Law and
Technology 8, n0.3(2017): 2. http://ejlt.org/article/view/570

Article 14; Human oversight High-risk Al systems shall be designed and developed in such -2
a way, including with appropriate human-machine interface tools, that they can be effectively
overseen by natural persons during the period in which they are in use.......... ”?

Laux, J. Institutionalised distrust and human oversight of artificial intelligence: towards a

democratic design of Al governance under the European Union Al Act. Al & Soc (2023).
https://doi.org/10.1007/s00146-023-01777-z
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real-" (A1 Ui aed e dujiasad) dsgll aans o slaae W duganl ddayal) ald) allaay o8
Lgn 2y 8 saeluddl Js JUal duw e "time remote biometric identification system
salbd) Jeas aid ol g anddl alidl) GlSan sl o daal) e B oagr 4ndal
2 by (A Y cdgaadl alaliadl o clyUadl Lo ¥ diee cSL) L dllaall G slladll
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IArticle 3, Definitions (42) ‘real-time remote biometric identification system’ means a remote
biometric identification system, whereby the capturing of biometric data, the comparison and

the identification all occur without a significant delay, comprising not only instant
identification, but also limited short delays in order to avoid circumvention;
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LArticle 5,(h) the use of ‘real-time’ remote biometric identification systems in publicly
accessible spaces for the purposes of law enforcement, unless and in so far as such use is
strictly necessary for one of the following objectives: (i) the targeted search for specific
victims of abduction, trafficking in human beings or sexual exploitation of human beings, as
well as the search for missing persons;

(i) the prevention of a specific, substantial and imminent threat to the life or physical safety
of natural persons or a genuine and present or genuine and foreseeable threat of a terrorist
attack;

(iii) the localisation or identification of a person suspected of having committed a criminal
offence, for the purpose of conducting a criminal investigation or prosecution or executing a
criminal penalty for offences referred to in Annex Il and punishable in the Member State
concerned by a custodial sentence or a detention order for a maximum period of at least four
years.

2(33) The use of those systems for the purpose of law enforcement should therefore be
prohibited, except in exhaustively listed and narrowly defined situations, where the use is
strictly necessary to achieve a substantial public interest, the importance of which outweighs
the risks. Those situations involve the search for certain victims of crime including missing
persons; certain threats to the life or to the physical safety of natural persons or of a terrorist
attack; and the localisation or identification of perpetrators or suspects of the criminal
offences listed in an annex to this Regulation, where those criminal offences are punishable in
the Member State concerned by a custodial sentence or a detention order for a maximum
period of at least four years and as they are defined in the law of that Member State. Such a
threshold for the custodial sentence or detention order in accordance with national law
contributes to ensuring that the offence should be serious enough to potentially justify the use
of ‘real-time’ remote biometric identification systems.
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' (34) In order to ensure that those systems are used in a responsible and proportionate

manner, it is also important to establish that, in each of those exhaustively listed and narrowly
defined situations, certain elements should be taken into account, in particular as regards the
nature of the situation giving rise to the request and the consequences of the use for the rights
and freedoms of all persons concerned and the safeguards and conditions provided for with
the use. In addition, the use of ‘real-time’ remote biometric identification systems in publicly
accessible spaces for the purpose of law enforcement should be deployed only to confirm the
specifically targeted individual’s identity and should be limited to what is strictly necessary
concerning the period of time, as well as the geographic and personal scope, having regard in
particular to the evidence or indications regarding the threats, the victims or perpetrator. The
use of the real-time remote biometric identification system in publicly accessible spaces
should be authorised only if the relevant law enforcement authority has completed a
fundamental rights impact assessment and, unless provided otherwise in this Regulation, has
registered the system in the database as set out in this Regulation. The reference database of
persons should be appropriate for each use case in each of the situations mentioned above.

2 The competent judicial authority or an independent administrative authority whose decision
is binding shall grant the authorisation only where it is satisfied, on the basis of objective
evidence or clear indications presented to it, that the use of the ‘real-time’ remote biometric
identification system concerned is necessary for, and proportionate to, achieving one of the
objectives specified in paragraph 1, first subparagraph, point (h), as identified in the request
and, in particular, remains limited to what is strictly necessary concerning the period of time

as well as the geographic and personal scope. In deciding on the request, that authority shall

take into account the elements referred to in paragraph 2. No decision that produces an
adverse legal effect on a person may be taken based solely on the output of the ‘real-time’
remote biometric identification system.
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